NAME

di skuti | — modify, verify and repair local disks

SYNOPSIS

di skutil [quiet]verb [options]

DESCRIPTION

di skuti | manipulates the structure of local disks. It provides information about, amg ale adminis-

tration of, the partitioning schemes, layouts, and formats of disks. This includes hard disks, solid state disks,
optical discs, CoreStorag®lumes, and AppleRAID sets. It generally manipulates whole volumes instead

of individual files and directories.

VERBS

Each verb is listed with its description and individual arguments.

list [-plist][device]

List disks. If no argument isggn, then all disks and all of their partitions are listed.

If -plist is specified, then a property list will be emitted instead of the normaremsegable
output. Ifadevi ce is specified, then instead of listing all families of whole disks and their
partitions, only one such family is listeth that case, specifying either the whole disk gr an
of its slices will work.

A script could interpret the results of theskutil list -plist output and usdiskutil inf o -plist
as well agiskutil listFilesystems -plistfor more detailed information.

See theDEVICES section belas for the various forms that thidevi ce specification may
take for this and all of the otheli skuti | verbs.

The top-to-bottom appearance of partitionsliskutil list always indicates the on-disk order
ing. BSDdisk identifiers mayin certain circumstances, not appear in slice-numerical order
when viewed this ay. This is normal and is I&dy the result of a recent partition map editing
operation in which volumes were kept mounted.

info |information [-pli st]device |-all

activity

Get detailed information about a specific whole disk or partitlbaplist is specified, then a
property list instead of the normal useadable output will be emittedf -all is specified,
then all disks (whole disks and their partitions) are processed.

Continuously display system-wide disk manipulationvétgtias reported by the Disk Arbitra-
tion framevork until interrupted with a signal (e.g. by typing Control-C).

This can be useful to watch system-wide\aistiof disks coming on-line or being ejected,
volumes on disks being mounted or unmounted, volumes being renametiogtever, this
output must neer be parsed; programs should become Disk Arbitration clients instead.

For delugging information, such as the monitoring of applications dissenting (attempting to
dery) activities for disks for which tlyehaveregistered an interest, you must use the logging
features of thaliskarbitrationd daemon. Programs needing this information must become
Disk Arbitration clients.

listFilesystems[- pl i st ]

Shaw the file system personalitiegadlable for formatting indiskutil when using the erasing

and partitioning ®grbs. Thisis a subset of the complete set of personalitigoreed by the
various file system bundles that may be installed in the system. Also shown are some shortcut
aliases for common personalities. SeeRRIRMAT section bela for more details.If -plist

is specified, then a property list instead of the normal user-readable output will be emitted.

unmount | umount [f or ce] devi ce

Mac OS X

Unmount a singleaume. Force will force-unmount the volume (less kind toyaopen files;
see alsamount (8)).
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unmountDisk | umountDisk [f or ce] devi ce
Unmount an entire disk (allolumes). Force will force-unmount the @lumes (less kind to
ary open files; see alsamount (8)). You should specify a whole disk, but all volumes of the
whole disk are attempted to be unmounteshef you specify a partition.

ejectdevi ce
Eject a disk. Media will becomeftihe for the purposes of being a data store for file systems
or being a member of constructs such as so&#WRAID or direct dataAdditionally, remov-
able media will become eligible for safe manual reahautomatically-remaable media will
begin its physical (motorized) eject sequence.

mount [readOnl y] [- mount Poi nt pat h] devi ce
Mount a single glume. IfreadOnly is specified, then the file system is mounted read-only
evan if the wlume’s underlying file system and/or device and/or media supports writugg; e
the super-user may not write to it; this is the same asdtivdy option tomount (8). If a
-mountPoint is specified, then that path, rather than the standard patlolafés/Volume-
Name, will be used as the wiento the volume file content; a directory at that path must
already exist.

mountDisk devi ce
Mount an entire disk (all mountabl®lumes). Yu should specify a whole disk, but atllv
umes of the whole disk are attempted to be mounterdieyou specify a partition.

rename | renameVolumedevi ce nane
Rename a elume. \blume names are subject to file system-specific alphabet and length
restrictions.

enableJournaldevi ce
Enable journaling on an HFS+#olme. Thisworks whether or not theolume is currently
mounted (the volume is temporarily mounted if necessadyynership of the affected disk is
required.

disableJournal [f or ce] devi ce
Disable journaling on an HFS+#olme. Thisnormally works whether or not the volume is
currently mounted (the volume is temporarily mounted if necessary). Ibtbe option is
specified, then journaling is disabled directly on disk; in this case, the volume must not be
mounted. Ownershipf the affected disk is required.

moveJournal external j our nal Devi ce devi ce
Create a 512MB Apple_Journal partition using jtloair nal Devi ce partition to sere as a
journal for the wlumedevi ce. For best resultsj our nal Devi ce should be a partition on
a dfferent whole-disk than the volume itself.

The journal fordevi ce will be moved externally onto the nely created Apple_Journal par
tition.

Since thg our nal Devi ce you specify will irvariably be larger than 512MB, aweHFS+
partition will be created following the Apple_Journal partition to fill the remaining space.

Moving the journal wrks whether or not the volume is mounted, provided journaling is
enabled on thatolume. No errors are currently supported to flag attempts ve joornals on
volumes that do not e journaling enabled. If you ke multiple volumes for which you
want external journals, each mustvhats avn external Apple_Journal partitiorOwnership

of the affected disks is required.
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moveJournal internal devi ce
Move the journal fordevi ce back locally (onto that same \dee). Ownershipof the
affected disk is required.

enableOwnershipdevi ce
Enable ownership of aolume. Theon-root-disk Volume Database aafdb/volinfo.database
is manipulated such that the User and Group ID settings of files, directories, and links (file
system objects, or "FSOs") on the target volume are taken into account.

This setting for a particular volume is persistent across ejects and injects of that volume as
seen by the current OSyem across reboots of that OS, because of the entries in this\O5’
ume Database. Note thus that the setting is not kept on the target disk, nor is it in-memory.

For some locations of daces (e.g. internal hard disks), consideration of ownership settings on
FSOs is the delult. For others (e.g. plug-in USB disks), it is not.

When ownership is disabled, Owner and Group ID settings on FSOs appear to the user and
programs as the current user and group instead of their actual on-disk settings, in order to
male it easy to use a plug-in disk of which the user has physical possession.

When avnership is enabled, the Owner and Group ID settings that exist on the diskeare tak
into account for determining access, arda settings are written to the disk as FSOs are cre-
ated. Acommon reason for having to enable ownership is when a disk is to contain FSOs
whose User and Group ID settings, and thus permissions beheasiall,ds critically impor

tant, such as when the plug-in disk contains system files to be changed or added to.

See also thesdbut i | (8) command. Running as root is required.

disableOwnershipdevi ce
Disable ownership of aolume. SeenableOwnershipabore. Running as root is required.

verifyVolume devi ce
Verify the file system data structures of @ume. Theappropriate fsck program ixezuted
and the volume is left mounted or unmounted as it was before the command. Ownership of
the disk to be verified is required.

repairVolume devi ce
Repair the file system data structures oblume. Theappropriate fsck program isecuted
and the volume is left mounted or unmounted as it was before the command. Ownership of
the affected disk is required.

verifyDisk devi ce
Verify the partition map layout of a whole disk intended for booting or data use on a Macin-
tosh. Thechecks further include, but are not limited to, thegritg of the EFI System a?ti-
tion, the integrity of ay Core Storage Physicalolume partitions, and provisioning of space
for boot loaders. Ownership of the disk to be verified is required; it must be a whole disk and
must hae a @rtition map.

repairDisk devi ce
Repair the partition map layout of a whole disk intended for booting or data use on a Macin-
tosh. Therepairs further include, but are not limited to, the repair or creation of an EFI Sys-
tem Partition, the integrity of Core Storage Physical Volume partitions, and theipian-
ing of space for boot loaders. Ownership of the affected disk is required; it must be a whole
disk and must hee a @rtition map.

eraseDiskf or mat nane [APM Format] | MBR[ Format] | GPT[ For mat] ] devi ce
Erase an existing disk, removing all volumes and writing outnapagtitioning scheme con-
taining one n& empty file system @lume. Ifthe partitioning scheme is not specified, then an
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appropriate one for the current machine is chos@r.mat is discussed beloin the section
for thepartitionDisk verb. Ownership of the affected disk is required.

eraseVolumef or nat nane devi ce

Write out a nev empty file system volume (erasingyanurrent file system volume) on an
existing partition. The partition remaingaibits data is lost.For mat is discussed beloin
the section for theartitionDisk verb.

If you specifyFree Spacdor f or mat , the partition itself is deleted (rewed entirely) from
the partition map instead of merely being erased. Ownership of the affected disk is required.

reformat devi ce

eraseOptical

Erase an existingolume by writing out a e empty file system of the same personality
(type) and with the same volume name. Ownership of the affected disk is required.

[qui ck] devi ce

Erase optical media (CDYR DVD/RW, ec.). Quick specifies whether the disc recording
system softwre should do a full erase or a quick erase. Ownership of the affected disk is
required.

zeroDisk [f or ce] devi ce

randomDisk

secureErase

Mac OS X

Erase a device, writing zeros to the media. The device can be a whole-disk or a péntition.
either case, in order to be usefuhiyg zerod whole-disks will need to be (re)partitioned, or
zerod partitions will need to be (re)formatted with a file system, e.g. by using the
partitionDisk, eraseDisk, or eraseVolumeverbs. If you desire a more sophisticated erase
algorithm or if you need to erase only free space not in use for files, usecthreEraseverb.

The force parameter causes besteef, non-error-terminating, forced unmounts and shared-
mode writes to be attempted;wever, this is still no guarantee amst driers which claim

the disk &clusively. In such cases, you may Ve first unmount all werlying logical vol-
umes (e.g. CoreStorage or AppleRAID), ibra disk is partially damaged in just the wrong
way, even un-install a lext or erase the disk elséhere. Ownershipf the affected disk is
required.

[ti mes]device

Erase a whole disk, writing random data to the mediaxes is the optional (defaults to 1)
number of times to write random informatiomhe device can be a whole-disk or a partition.

In either case, in order to be useful again, randomized whole-disks will need to be (re)parti-
tioned, or randomized partitions will need to be (re)formatted with a file system, e.g. by using
thepartitionDisk or eraseDiskverbs. Ifyou desire a more sophisticated erase algorithm or if
you need to erase only free space not in use for files, usedheeEraseverb. Ownership of

the affected disk is required.

[freespace]l evel device

Erase, using a secure method, either a whole-disk (includingrahall partitions), qronly
the free space (not in use for files) on a currently-mourgkane. Erasing whole-disk will
leave it useless until it is partitioned am. Erasindgreespace on a volume will feait exactly

as it was from an end-user perspegtiwith the exception that it will not be possible to
recover deleted files or data using utility sotiwe. Ifyou need to erase all contents of a parti-
tion but not its hosting whole-disk, use texoDisk or randomDisk verbs. Ownershipf the
affected disk is required.

Level should be one of the following:

¢ 0-Sngle-pass zero-fill erase.
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1 - Sngle-pass random-fill erase.
2 - US DoD 7-pass secure erase.
3 - Gutmann algorithm 35-pass secure erase.

4 - US DoE algorithm 3-pass secure erase.

device [numberOfPartitions] [APM Format] | MBR For mat] |
GPT[Format]] [part 1For mat part 1Nane  part1Size part 2For nat
part 2Nanme part 2Si ze part3Format part3Nane part3Size .. .]

(re)PRartition a disk, removing allolumes. Allvolumes on this disk will be desyred. The
devi ce parameter specifies which whole disk is to be partitiondthe optional
nunber Of Partiti ons parameter specifies the number of partitions to createjdf ¢hien
the number of parameter triplets (see belowkeeted to match; else, the number of triplets
alone gven will determine the number of partitions created.

The optional partitioning scheme parameter forces a particular partitioning scheme; if not
specified, a suitable default is chosen. yrare:

APM[Format] specifies that an Apple Partition Map scheme should be Udesl.

is the traditional Apple partitioning scheme used to start up a PowerPC-based Mac-
intosh computerto use the disk as a non-startup disk witly Mac, or to create a
multiplatform compatible startup disk.

MBR[Format] specifies that a Master Boot Record scheme should be Uibéxl.
is the DOS/Windows-compatible partitioning scheme.

GPT[Format] specifies that a GUID Partitioning Table scheme should be used.
This is the partitioning scheme used to start up an Intel-based Macintosh computer

For each partition, a triplet of the desired file system formalime name, and size must be
specified. Seeral other diskutil verbs allav these triplets as well (and for them, the
nunber Of Partiti ons parameter is also optional). The triplets must be as follows:

For mat names are of the form jhfs+, HFS+, MS-DOS, etc.; a list of formattable
file systems (more preciselgoecific file system personalities exported by the
installed file system bundles) and common aliases valable from the
listFilesystemsverb.

For mat guidesdiskutil both in what partition type to set for the partitions (slices)
as well as what file system structures to initialize therein, using the file system b
dle’s dist’'s FormatBExecutable setting which usually points to the appropriate for
matter program such agwf s_hf s(8).

You can specify d or mat of Free Spaceo skip an area of the disk.

You can specify the partition type manually and directly withf @ mat of
%<human-readable partition type>% such%&pple_HFS% or %<GPT parti-
tion type uuID constant>% such as
%48465300-0000-11AA-AA11-00306543ECACY%;these imply ananme of
%noformat% (belon). Human-readabléypes must be known to the systent b
UUID types (GPT scheme only) can be arbitrary.

Names are the initial volume names; thenust conform to file system specific
restrictions.
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If a name of%onoformat% is specified, then the partition is left blank such that
the partition space is carved out, the partition type is set according to the file sys-
tem format name orxglicit type, the partition space is partially erased ("wiped"),
but a file system structure is not initialized withyafile systems formatter pro-

gram (e.g.newf s_hf s(8); this is useful for setting up partitions that will contain
user-defined (not necessarily file system) data.

For a triplet whosef or mat is Free Spacer a directly-specified partition type, its
name is ignored but a dummy name musveréheless be present.

e Si zes are floating point numbers folleed by a letter or percent sign as described
in the SIZES section at the end of this page (e.g. 165536000, 5678M, 75%,
R).

In addition to explicitly-requested partitions, space (gaps) might be allocated to satisfy certain
filesystems’ position and length alignment requirements; space might be allocated for possible
future booter partition insertion; and indeed, actual booter partitions might be implicitly cre-
ated.

In particular there is a rule that unrecognized partitions 1GiB or larger automatically acquire
booters. Thusf you create an arbitrary partition with e.diskutil partitionDisk diskO gpt
%11112222-1111-2222-1111-111122221111% %noformat% 3gib jhfs+ Untitledthen a
booter partition will also be created. You camwals delete that booter witlliskutil
eraseVolume "Free Space" dummy disk0s3

The last partition is usually automatically lengthened to the end of the partition map (disk).
You can specify anxact size for your last partition by specifying it as the penultimate triplet
and specifying an additional (last) triplet isee Space Or you can use th& (remainder)

size specifier for one of your middle partitions while specifying an exact size for your kast par
tition.

Ownership of the affected disk is required.

resizeVolume devi ce [ limits | mapsize| R | si ze [number Of Partiti ons] [part 1For mat

Mac OS X

part 1Nanme part1Si ze part2Format part2Nane part 2Si ze part 3For mat
part 3Name part3Size .. .]]

Non-destructiely resize a volume (partition); you may increase or decrease its size. Alterna-
tively, takes no action and prints some info.

A si ze of limits takes no action, but instead will print the range of vaéitugs for the taet
partition, taking into account current file system and partition map conditions such as files in
use and other (imnwvable) partitions following the target.

A si ze of mapsizetakes no action, it instead will print the size of the encompassing
whole-disk dgice, as well as the size of the entire partition map (all partitions lessvaap o
head). The whole-disk device might be larger than the partition map if the whole-disk de
has grown since the partition maasvcreated. Growing a whole-disk device is possible with
certain enterprise disk (RAID) systems.

You can grav a wlume (partition) (back) to its maximum size possible, provided nopag-
titions hare been created that are in theywby gecifying R for the nev volume size. ¥u
should useR instead of attempting an absolute value suchC&886 because the latter cannot
count partition map\erhead.

When decreasing the size wngartitions may optionally be created to fill thewhgfreed
space. @ do this, specify thenunber Of Partitions, format, name, andsize
parameters in the same manner as the triplet description foarttitionDisk verb.
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Resizing a volume that is currently set as the compugiartup disk will irvalidate that set-
ting; use theStartup Disk System Preferences panellbess(8) to reset the resizeslme
as the startup disk.

Devi ce refers to a volume; theolumes file system must be journaled HFSWalid sizesare

a number follaved by a capital letter multiplier or percent sign suffix as described in the
SIZES section at the end of this page (e.g. 1EBM, 50%). Ownership of the affected disk

is required.

device [nunmberOfPartitions] [partlFormat partlName partlSize
part 2For mat part 2Nanme part 2Si ze part 3Format part 3Nanme part 3Si ze

-1

Destructvely split a volume into multiple partitionsYou must supply a list of v partitions

to create in the space of the old partition; specify these withuhder Of Parti ti ons,
format, name, andsi ze parameters in the same manner as the triplet description for the
partitionDisk verb.

For one of your triplets, you can optionally specify fReneta-size in lieu of a constant num-
ber value for thesi ze parameter: the substituted value will baetly the amount of space
necessary to complete the re-filling of the original partition with all of your triplets.

Devi ce refers to aglume. Ownershipf the affected disk is required.

mergePartitions [f or ce] f ormat nane fronDevi ce toDevice

Merge two or nore partitions on a disk. All data on rged partitions other than the first will
be lost. Data on the first partition will be lost as well if fimee argument is gien.

If force is not given, and the first partition has a resizable file system (e.g. JHFS+), the file
system will be preserved and grown in a data-preserving mannerf goumt andnane
parameters are ignored in this casdolfe is not gven, and the first partition is not resizable,
you are prompted if you want to formafou will also be prompted to format if the first parti-
tion has an (HFS) Allocation Block Size which is too small to support the required growth of
the first partition; see thé option fornewfs_hfs(8).

If forceis given, the final resulting partition isvaélys (re)formatted. You should do this if you
wish to (re)format to a mefile system typeYou will be prompted to confirm.

For mat andnane must alvays be gven, but thg havean effect only whefforceis given.

Merged partitions are required to be ordered sequentially on dislkdigadil list for the
actual on-disk ordering). All partitions in the range, except for the first one, must be unmount-
able. Ownershipf the affected disk is required.

appleRAID |arrai dVerb [...]

Mac OS X

AppleRAID verbs can be used to create, manipulate and gespaleRAID volumes (Soft-
ware RAID). AppleRAID supports three basic types of RAID sets:

e "stripe" - Striped Volume (RAID 0)
e "mirror" - Mirrored Volume (RAID 1)
e "concat" - Concatenated Volume (Spanning)

Of these three basic types, only the "mirror" type increasdstblerance. Mirrorsnay hae
more than tw disks to further increase theiadlt-tolerance. Stripednd concatentatedi
umes are, in fact, more vulnerable to faults than single disk volumes.
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From these basic types, "stacked" or "nested” RAID volumes can be cr&taeéd RAID
sets that mak use of mirrored RAID sets aradlt-tolerant. Br example, these are some of
the more common combinations of stacked RAID sets:

¢ RAID 50 - A striped RAID set of hardware RAID 5 disks.

¢ RAID 10 - A striped RAID set of mirrored RAID sets.

¢ RAID 0+1 - A mirrored RAID set of striped RAID sets.

* Concatenated Mirror - A concatenation of mirrored RAID sets.

When creating neg RAID sets or adding disks, if possible, it is better to specify the entire disk
instead of a partition on that diskhis allows the software to reformat the entire disk using
the most current partition layout§Vhen using whole disks, the type of partitioning used is
selected based on the platform type (PPC = A@Wifat, Intel = GPTérmat). GPTand APM
partition formats cannot be mixed in the same RAID set.

In addition to whole disk and partition device nhames, AppleRAID uses UUIDs to refer to
existing RAID sets and their memberExisting RAID sets may also be specified by mount
point (e.g./ Vol une/ r ai dset ). In mary cases, using the UUID for the device argument is
preferred because diskvdee names may chang&en time when disks are added, disks are
removed or when the system is rebooted. If RAID membersehkeen physically discon-
nected from the system or are no longer responding, you must use the radshiteras the
command ajument. Messagdsa the system log will refer to RAID sets and their member
disks by UUID. For more information on specifying diee arguments see the "DEVICES"
section bela.

AppleRAID is not a replacement for backing up your data. Backups should/desdde per
formed on a regular basis and before modifyingRAID set using these commands.

The following is a list ofappleRAID sub-werbs with their descriptions and imdlual agu-
ments.

list [-plist | UU D]
Display AppleRAID volumes with current status and associated member disks.
If UUI Dis specified, only list the RAID set with that AppleRAID Set UUID.
-plist is specified, then a property list will be emitted instead of-izseratted
output. The-plist and UUI D aguments may not both be specifiediskutil
listRAID and diskutil checkRAID are deprecated synonyms fdiskutil
appleRAID list.

createm rror | stripe | concat set Nane f or mat devi ces
Create a ng RAID set consisting of multiple disks and/or RAID sets.
set Nane is used for both the name of the created RAID volume and the
RAID set itself (as displayed iist). e.g. 'diskutil createRAID stripe MyArray
JHFS+ diskl disk2 disk3 disk4'Ownership of the affected disks is required.
diskutil cr eateRAID is a deprecated syngm for diskutil appleRAID cr eate.

deleter ai dVol une
Destry an «isting RAID set. If the RAID set is a mirror with a resizable file
systemgdeletewill attempt to comert each of the member partitions back into a
non-RAID volume while retaining the contained file systdfor concatenated
RAID sets with a resizable file systedgletewill attempt to shrink the file sys-
tem to fit on the first member partition and wamthat to a non-RAID elume.
Ownership of the &cted disks is requireddiskutil destroyRAID is a depre-
cated synonym fodiskutil appleRAID delete.
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repairMirror rai dVol ume newDevi ce

Repair a degraded mirror by adding awhelisk given as newDevi ce to the
RAID mirror set whose exported disk vilee or set UUID is gien as

r ai dVol ume. The nev disk must be the same size or larger than #istiag
disks in the RAID set.After running this command, you should manually
remose the old (orphaned, failed) member(s) witliskutil appleRAID
remove. Ownership of the affected disk is requiretiskutil r epairMirror is a
deprecated synonym fdiskutil appleRAID repairMirror.

addt ype newbDevi ce rai dVol une

Add a nev member or hot spare to an existing RAID s&.pe can be either
menber or spare. New dsks are addedJe, the RAID volume does not
need to be unmounted. Mirrored volumes support adding both members and
hot spares, concatenatedlumes only support adding members. When adding
to a mirrored RAID set, the medisk must be the same size or larger than the
existing disks in the RAID setAdding a hot spare to a mirror will enable
autorehiilding for that mirror Adding a n& member to a concatenated RAID

set appends the member and expands the RAIDme. Ownershipf the
affected disk is requireddiskutil addToRAID is a deprecated synonym for
diskutil appleRAID add.

removeol dDevi ce rai dVol une

Remawe a nember or spare from an existing RAID set. Old disks are vedno

live; the RAID volume does not need to be unmountéd. missing deices,

ol dDevi ce must be the déce’s UUID. Onlinemirror members with a resiz-
able file system will be cemlrted to non-RAID volumes, spare andliok
members will be marked fred=or concatenated RAID sets, only the last mem-
ber can be remwed. For resizable file system®move will first attempt to
shrink the concatenated RAID set so that the file system fits on the remaining
disks. Ownershipf the affected disk is requiredliskutil r emoveFromRAID

is a deprecated synonym fdiskutil appleRAID remove.

enablem rror | concat device

Corvert a non-RAID disk partition containing a resizable file system (such as
JHFS+) into an unpaired mirror or single disk concatenated RAIDBisks

that were originally partitioned on Mac OS X 10.2 Jaguar or earlier or were
partitioned to be Mac OS 9 compatible may not be resizable. Ownership of the
affected disk is requireddiskutil enableRAID is a deprecated synonym for
diskutil appleRAID enable.

updatekey val ue rai dVol une

Update thekey val ue parameters of an existing RAID safalid keys ae:

¢ AutoRebuild - If true, the system attempts to rebuild degraded mir
rored volumes automaticallywVhen looking for deices for relild,
AppleRAID first looks for hot spares and then degraded members.
Use aval ue of "1" for true and "0" for false.

e SetTimeout - Controls hav long the system aits (in seconds) for a
missing device before deading a mirrored raid set. Also controls
the amount of time you ke © disconnect all devices from an
unmounted mirror without degrading it.

Ownership of the affected disk is requirediskutil updateRAID is a depre-
cated synonym fodiskutil appleRAID update.
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coreStorage| cscor eSt or ageVerb [...]
CoreStorage verbs can be used to create, manipulate any @=s&8torage volumes.

CoreStorage maintains a world of virtual disks, somewhatR&ID, in which one can easily
add or remee imported backing store disks, as well as exported usahlenes, to or from a
pool (or sgeral pools). This provides the user with flexibility in allocating their hardy
user or operating system data can span multiple physical disks searfbesstgmple.

Apple CoreStorage defines four types of objects, instances of which are uniquely represented
by a UUID:

¢ Logical Volume Group (LG)
¢ Physical Volume (PV)

e Logical Volume Family (LVF)
¢ Logical Volume (LV)

The Logical Volume Group {(G) is the top or "pool" leel; zero or more may exist during
ary OS oot time session.

An LVG imports one or more Physical Volumes (PVs). A PV represents a device that feeds
the LVG dorage space; a PV is normally real medi4 ib can be a disk image ovem an
AppleRAID Set. A disk offered to be a PV must be a partition and the encompassing scheme
must be GPT.

An LVG exports zero or more Logical Volume Families (LVFs). AvH_contains properties
which govern and bind together all of its descendant Logical Volumes (LVs). These properties
provide settings for Full Disk Encryption (FDE) (such as whether %6 lis encrypted,
which users ha acess, etc) and other servicdfowever, a the present time, for meLVF
creation, only zero or one LVF peYG is supported.

A Logical Volume Family (VF) exports one or more Logical Volumesvg). However, a
the present time, only and exactly onéger LVF is supported.

A Logical Volume (LV) exports a d@enode, upon which a file system (such as Journaled
HFS+) resides.

For more information on specifying device arguments, se®H€ICES section bela.

CoreStorage is not a replacement for backing up your data. Backups showl@yseba per
formed on a regular basis and before modifying @oreStorage @lumes using these com-
mands.

The following is a list oftoreStoragesub-\erbs with their descriptions and individuagyas
ments.

list [-plist | UU D]
Display a tree v of the CoreStorage world for all current logicallume
groups (VGs) with member disks (PVs) and exported volumes (LVFs and
LVs), with properties and status for eaclele If -plist is specified then a prop-
erty list will be emitted instead of the formatted tree output; the UUIDs can be
used with thediskutil coreStorage information verb to get properties for the
object represented by that UUIDE UUI D is specified then an attempt is made
to list only that UUID (whateer type of CoreStorage object it may represent).
The-plist andUUI D arguments may not both be specified.
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info | information [-pli st]UU D | device
Display properties of the CoreStorage obje®Gl_PV, LVF, or LV) associated
with the given CoreStorage UUID or disk.

corvert devi ce [- st di npassphrase | - passphrase [passphrase]]
Corvert a reggular Journaled HFS+ or Case-semsitiburnaled HFS+ @ume
(must be on a partition and within a GPT partitioning scheme) into a CoreStor
age logical volume.

If -passphraseis specified, the on-disk bytes will be encrypted. You will be
prompted for a ne passphrase interaedy, or you can specify the
passphrase on the command line. Alternady, if you specify
-stdinpassphrasethe standard input is read for the passphrase so that a pro-
gram could recute diskutil and send the passphrase through a pipe without
having to expose it as a command-line parameter.

The volume must be resizable (the abtypes are) and also mounted. €an
sion is done lie and in-place; targeting the booblume is supported; as much
of the cowersion as possible is done before an eject or reboot is necessary.

After slightly shrinking the source volume to neakbom for CoreStorage data
structures at the end, its partition type is changed to Apple_CoreStorage and it
becomes a CoreStorageyBital \blume. Anewn CoreStorage Logical &lume

Group is then created with this Physicaliume as the backing store, falled

by the creation of a Logical Volume Family and Logical Volume pair.

At this point, the m& CoreStorage PVNG/LVF/LV stack is ready for use,
although the "old" mountpoint must first be unmounted; yet it might not be
unmountable. This will occur if the et (nav the PV) is the current boobls
ume.

Just beforexting, diskutil coreStorage cowert will try to unmount the tayet
disk (which is nw the "old" mount point and the wePV). If successful (tayet
is not the boot disk), theolume nav becomes mounted from th&/.LIf unsuc-
cessful (target is the boot disk), a reboot is necessary.

At this point, if no encryption as specified, all is done. Otherwise, the bytes-
on-disk will begin to be encrypted in-place by CoreStorage automatically "in
the background" while the PWIG/LVF/LV stack continues to be usable.
Encryption progress may be monitored wdikkutil coreStorage list.

When encryption is finished, a passphrase will be required ghd¢ime the
is ejected and re-attached. If the is hosting the boot®ume, this passphrase
requirement will thus occur at the next reboot.

Note that all on-disk data is not secured immediately; it is a deliberate process
of encrypting all on-disk bytes while the CoreStorageedikeeps publishing
the (usable) VG/LV.

Ownership of the affected disk is required.

revert devi ce | | vUUI D [- st di npassphrase]| [- passphrase passphrase] |
[-recoverykeychain file]
Corvert a CoreStorage logical volume back to its veatiype. Thevolume
must hae been created by means of wersion, e.g. withdiskutil coreStorage
corvert.
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If the volume was not created with a passphrase, then simplerghip of the
affected disk is required; otherwise, a passphrase must be supplied, either inter
actively or via one of the parameters or eyghain file in the same manner as
diskutil coreStorage unlockVolume.

create| createLVG | vgNane devi ces
Create a CoreStorage logical volume group. The disks specified will become
the (initial) set of physicalolumes; more than one may be specified. You can
specify partitions (which will be re-typed to be Apple_CoreStorage) or whole-
disks (which will be partitioned as GPT and will contain an Apple_CoreStorage
partition). Theresulting VG UUID can then be used with creatdiyme
belown. All existing data on the dné(s) will be lost. Ownership of thefatted
disk is required.

delete| deletelVG | vgUUI D | | vgNane
Delete a CoreStorage logical volume group. All logical volume families with
their logical volumes are remed, the logical volume group is desteal, and
the now-orphaned physical volumes are erased and partition-typed as Journaled
HFS+.

rename|renamelVG | vguUUI D | | vgNarme newNane
Rename a CoreStorage logicalume group. Do not confuse this name with
the LV name or the volume name of the file system volume on\the L

createVolume | createlV IvguUU D | IlvgName type name size
[- stdi npassphrase | - passphrase [passphrase]]
Export a ne logical volume &mily, with a nev logical volume under it, out of
a CoreStorage logical volume groupy pe is the file system personality to ini-
tialize on the ne logical volume. Valid types are Journaled HFS+ or Case-sen-
sitive burnaled HFS+ or their aliaseSi ze is the amount of space to allocate
from the parent \/G. It is given in the same manner as the triplet description
for the partitionDisk verb, and you can also specify withh a percentage of
the currently remaining unallocated space in 6L

If -passphraseor -stdinpassphraseis specified, in the same manner as with
diskutil coreStorage cowert above, on-disk data will be stored in an
encrypted form as the LogicabMime is filled; otherwise, the data will remain
plain.

deleteVolume| deleteLV| vUUI D | devi ce
Remae an exported logical elume (and its logical volume family as appropri-
ate) from a CoreStorage logicalume group. Ay data on that logicalalume
will be lost. This operation will thus result in an increase in free space in the
logical volume group.

It is assumed that the logicadlume is used as a backing store for a file system;
therefore, an unmount attempt is made which must succeed before tivelremo
of the logical volume is done.

encryptVolume | encrypttV |vUUID | device [-stdinpassphrase] |
[- passphrase passphrase]
Begin a live background process of encrypting the on-disk backing bytes of an
existing plain CoreStorage logical volume (LV).

That is, the on-disk bytes that are backing the user data are all visited, read, and
re-written in an encrypted form; this process carm talong time (minutes to
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hours). This process continues seamlessly across reboots. The |lodlicaé v
remains usable at all time&Vhen this command returns, the operation will be
ongoing; you can check progress wdikkutil coreStorage list.

The entire logical volume family (LVF) is affected since all LVs in &fFL
share the same encryption settings.

Any new wser data written while this background operation is in progress will
be in encrypted form.

Specifying -passphrase or -stdinpassphrase or interactvely entering a
passphrase is mandatory; you do so in the same manner asliskititil
coreStorage cowert above.

decryptVolume | decrypttV |vUUID | device [-stdinpassphrase] |

[- passphrase passphrase]

Begin a live background process of decrypting the on-disk backing bytes of an
existing encrypted CoreStorage logicalume (LV). Bytes are read, decrypted,
and written back to disk in plain form. Th& Imust be unlocked before fie-

ning this operation.

Like as n diskutil coreStorage encrypt\blume above, dl on-disk bytes are
visited and cowerted, the process is seamless across reboots, the logical v
ume remains usable at all times, the entire logicdinae family (LVF) is
affected, ag new wser data written will be in plain form, and the operation will
be ongoing when this command returns.

Credentials must be supplied; you can ymessphraseor -stdinpassphraseor
specify that a rea@ry keychain file be used, in the same mannediakutil
coreStorage unlockVolume.

unlockVolume | unlockLV | vUU D [-stdi npassphrase] | [-passphrase

passphrase]| [-recoverykeychain fil e]
Unlock a logical wlume and file system, causing it to be attached and mounted.

Data is then accessible in plain form to the file system and applications, while
the on-physical-disk backing bytes remain in encrypted form.

The locked state means that the CoreStoragerdias not been gen authenti-

cation information (a passphrase) to interpret the encrypted bytes on disk and
thus export a denode. Thisverb unlocks a logical volume family (LVF) and

its logical volumes (LVs) by providing that authentication; as ths thus
appear as denodes, an file systems upon them are automatically mounted.

To "re-lock" the volume, makit offline again by ejecting it, e.g. withiskutil
eject.

Credentials must be supplied. You must either enter a passphrase irdgracti
specify one of thepassphraseor -stdinpassphraseparameters in the same
manner as witldiskutil coreStorage cowert above, or ecify that a recaery
keychain file be used.

You can specify-recoverykeychain with a path to a &ychain file. The
keychain must be unlocked; seecuri t y(1) for more information.

changeVolumePassphrase | passwd |vUUI D [-recoverykeychain file]

[- ol dpassphrase ol dpassphrase] [- newpassphr ase
newpassphrase] [- st di npassphrase]

7 October 2015 13



DISKUTIL (8)

Mac OS X

BSD System ManagexrManual DISKUTIL(8)

Change the passphrase of an existing encrypted volume. It need not be
unlocked nor mounted. The parameters, while variously optional, musvére gi
in the abwe ader.

You must authenticate either via th@ldpassphrase parameter via the
-stdinpassphrase parameter (with newline or eof-terminated dateegito
stdin), or via an interaste prompt (if no parameters arevgn), in the same
manner asliskutil coreStorage cotvert aborve. Alternatvely, you can authen-
ticate by specifyingrecoverykeychain with a path to a&ychain file.

A new passphrase must be suppliedaiagvia one of the three methods ebo
(interactve, -newpassphraseor -stdinpassphrase).

If you are supplying both the old andweassphrases via stdin, theust be
separated with a newline character.

resizeVolume| resizeLV| vUUI D | devi ce si ze

resizeDisk |

Resize a logical volume (LV). If you shrink al,lmore space becomesad-
able in its logical volume group VIG); if you grow an LV, less space becomes
available. You can check the free space wiigkutil coreStorage list. The file
system volume which resides inside théig grown or shrunk as needed.

You can specify ai ze of zero(0) to fill up all remaining space in the parent
LVG with the gven LV.

resizePV pvUUI D size [partl1Format partl1lNane partlSize

part 2For mat part2Nanme part2Si ze part 3Format part 3Nane
part3Size .. .]

Resize a physical volume (PV). If you shrink a, RA8s space becomegai

able in its logical slume group (VG); if you grav a PV, more space becomes
available. The partition in which the PV resides is changed to accommodate,
and the associated booter partition, if present, is automaticallgamo

Note that you cannot ordinarily gioa PV wnless there is free space in the-par
tition map beyond it; note also that you cannot ordinarily shrink a PV unless the
LVG has some free space in it (e.g. by shrinking\anlying LV first).

When decreasing the size (shrinkingwrgartitions may optionally be created

to fill the newly-freed spaceTo do this, specify thef or mat, nane, and

si ze parameters in the same manner as the triplet description for the
partitionDisk verb.

You can specify asi ze of zero(0) to fill up all remaining space to thexte
partition or the end of the partition map, if possible.

resizeStack | vUUI D | device [pvUUI D] size [partlFormat part 1Name

part1Si ze part2Format part2Nanme part2Si ze part 3For mat

part 3Nane part3Size .. .]

Combine the actions ofdiskutil coreStorage resizePV and diskutil
coreStorage esizelLVin the correct sequence in order to effect a shrink or a
grow in an entire LVG setup.

This is done by making a change to the size of a logical voluiie &ffter or
before which (one of its) physicabume(s) (PV) also changes its size accord-
ingly. The (HFS) file system "on top of" th&/land the disk partition "belo"

the PV as vell as the location of the P¥'sssociated booter partition, are auto-
matically adjusted.
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When decreasing the size (shrinkingwrgartitions may optionally be created

to fill the newly-freed spaceTo do this, specify thef or mat, nane, and

si ze parameters in the same manner as the triplet description for the
partitionDisk verb.

Since an ¥G might hare e (e.g. Full Disk Encryption (FDE), aka Fikayt),

two (e.g. Fusion), orwen three (certain Boot Camp configurations) PVs, a spe-
cific PV must be chosen. You canvhahis command choose one for you, or
you can specify the PV UUID directlyf you do not specify a R\the one
which has preiously been marked for this purpose is used; if no mark, aypolic
algorithm is applied.

If your newn LV size represents a groof the existing V size, then the PV size

will take up more space on disk, thus creating a largé® lfor the larger ¥ to

live in. If your nev LV size represents a shrink, then the PV size wiletgk

less space on disk, thus creating a smalN&s lwhich is enough for the smaller

LV to live in. The magnitude of the size change you specify (which is for the
LV) causes an exact size change in the PV if you conform to partition rounding
(alignment) restrictions; the corresponding thange may be greater because

it is under additional alignment restrictions imposed by CoreStorage and HFS.

The "spilling wver” of size change &fcts from one PV onto another is not sup-
ported; only and exactly one PV is affected by this operation. Grows or shrinks
whose effects don™fit" the designated PV will result in an error message and
no efect. For example, you cahto a $irink on a multi-PV setup such that the
designated PV should shrink to zero size and fextafely should disappear

Nor can you do a gm which would necessitate the growth of some other PV
or the addition of ne PVs.

As in diskutil coreStorage resizePV note that you cannot gnounless there is
free space in the partition mapybad the designated PWhich is not normally
the case because you usually déeéve gaps of free space on your disk.

You can specify asi ze of zero(0) to fill up all remaining space to the parti-
tion following the designated P¥tooter or to the end of the partition map, if
possible.

A device parameter to gmof the abee commands (except where explicitly required otherwise) can usually
be ary of the following:

Mac OS X

Thedisk identifier (see belw). Any entry of the form ofdi sk[] eg. di sk1s9.

The deice node entry containing thaisk identifier. Any entry of the form of/ dev/ di sk[J
e.g./ dev/ di sk2.

The wlume mount point. Any entry of the form of /Volunes/[ eg.
/ Vol umes/ Unti tl ed. In  most cases, a ‘“custom" mount point e.g.
[ your/ cust onl mount poi nt / her e is also accepted.

The URL form of ag of the volume mount point forms described abo E.g.
file:///Volumes/Untitledorfile:///.

A UUID. Any entry of the form of e.g.11111111- 2222- 3333- 4444- 555555555555.
The UUID can be a "media" UUID which IOKit places in an IOMedia node ageddrom e.g. a
GPT maps partition UUID, or it can be an AppleRAID (or CoreStorage) s&f)(br member
(PV) UUID.
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DISK IDENTIFIER
The disk identifier string variously identifies a device unit, a session upon thétejeor a partition (slice)
upon that sessionlt may tale the form ofdi skU, di skUsS, di skUsQ ordi skUssS, where U, S,
and Q are posite decimal integers (possibly multi-digit), and where:

» Uis the device unit. It may refer to hardware (e.g. a haxe,diptical drive, or memory card) or
a "drive" constructed by software (e.g. an AppleRAID set or a disk image).

* Qis the session and is only included for optical media; it refers to the number of times recording
has taken place on the currently-inserted medium (disc).

» Sis the slice; it refers to a partitiotJpon this partition, the madata that underlies a useisible
file system is usually present, but it may also contain specialized data for certain 3rd-party data-
base programs, or data required for the system software (e.g. EFI or booter partitions, or APM
partition map data).

Some units (e.g. flogpdisks, RAID sets) contain file system data upon their "whole" device instead of con-
taining a partitioning scheme with partitions.

Note that the formsli skUsQ anddi skUsS appear the same and must be distinguished by>dorfer
non-optical media, this twvpart form identifies a slice upon which (file system) data is stdfedoptical
media, it identifies a session upon which a partitioning scheme (with its slices with file systems) is stored.

SIZES
Wherever a d9ze is emitted as an output, it is presented as a base-ten approximation to the precision of one
fractional decimal digit and a base-ten SI multiplaéren accompanied by a precise count in bytes. Scripts
should refrain from parsing this human-readable output and usglifteoption instead.

Wherever a si ze is to be supplied by you as an input, you can provide values/énakelifferent ways,
some absolute and some comigensitve. All suffixes described belare interpreted in a case-insensgti
mannerTheB is optional.

The most common way is to specify absoluakigs as a decimal numbpossibly followed by a period and
a decimal fraction, followed without whitespace with a suffix as follows:

» Bisbytes(not blocks) where the multiplier is 1. This suffix may be omitted.

» K]JB] is power of terkilobytes where the multiplier is 1000 (1 x 10°3).

» M][B] is power of termegabyteswhere the multiplier is 27000000 (1 x 10°6).

* GJB] is power of tergigabyteswhere the multiplier is 27000000000 (1 x 1079).

» TI[B] is power of terterabyteswhere the multiplier is 2000000000000 (1 x 10712).

» P[B] is power of terpetabyteswhere the multiplier is 27000000000000000 (1 x 10715).

» E[B] is power of terexabyteswhere the multiplier is 2000000000000000000 (1 x 10°18).
You can also use the following suffixes:

 S|UAM ("sectors") is512-byte units(device-independent) where the multiplier iwats 512.

» DBS ("device block size") is thelevice-dependennative Hock size of the encompassing whole
disk, if applicable, where the multiplier is often 512, but netags; indeed it might not be a
power of two.

» Ki[B] is power of twdkibibytes where the multiplier is 1024 (1 x 2710).
* Mi[B] is power of twamebibyteswhere the multiplier is 1048576 (1 x 2°20).

Mac OS X 7 October 2015 16



DISKUTIL (8) BSD System ManagexrManual DISKUTIL(8)

» Gi[B] is power of twagibibytes where the multiplier is 1073741824 (1 x 2°30).

» Ti[B] is power of twaebibyteswhere the multiplier is 1099511627776 (1 x 2°40).

» Pi[B] is power of twgpebibyteswhere the multiplier is 1125899906842624 (1 x 2°50).

» Ei[B] is power of twoexbibyteswhere the multiplier is 1152921504606846976 (1 x 2°60).
In certain contexts (e.g. when specifying partition triplets) you can provide &eekdtie as follows:

* % (with a preceding number) ispercentageof the whole-disk size, the partition map size, or
other allocatable size, as appropriate by cdnt&seof % is not supported in all situations.

* R (with no preceding number) specifies teenainder of the whole-disk size or other allocatable
size after all other triplets in the group are taken into account. It need not be in the lastltriplet.
must only appear in at most one triplet among all triplets. Ugeisfnot supported in all situa-
tions.

You can provide an operating system-defined constant value as follows:

*  Y%recovery% (with no preceding number) is the customary size of Mac OS Xveec®arti-
tions.

Note again thaB refers to bytes an8 andUAM refer to a constant multiplier of 512; the latter are useful
when working with tools such apt (8) ordf (1). Notealso that this multiplier is not a "block" size as actu-
ally implemented by the underlying devicewdriand/or hardvare, nor is it an "allocation block", which is a
file system$ minimum unit of backing store usage, often formatting-option-dependent.

Examples: 10G (10 gigabytes), 4.23tb (4.23 terabytes), 5M @aayies), 4GiB (exactly 2°32 bytes),
126000 (exactly 126000 bytes), 25.4% (25.4 percent of whole disk size).

FORMAT
The format parameter for the erasing and partitioning verbs is the file system personality Yiaumean
determine this name by looking in a file system undie’s

/ Systeni Li brary/ Fil esystens/ <fs>. fs/Contents/Info.plist or by wusing the
listFilesystemsverb, which also lists shortcut aliases for common personalities (these shortcuts are defined
by diskutil for use with it only).

Common examples include JHFS+, MS-DOS, etc.

EXAMPLES
Erase a disk
diskutil eraseDisk JHFS+ Untitled disk3

Erase a volume
diskutil eraseVolume HFS+ UntitledHFS /Volumes/SomeDisk

Patition a disk with three partitions
diskutil partitionDisk disk3 3 HFSX Namel 10G JHFS+ Name2 10G MS-DOS NAME3 10G

Patition a disk with the APM partitioning scheme
diskutil partitionDisk disk3 APM HFS+ voll 25% Journaled\ HF®2v25% Journaled\ HFS+ vol3 50%
Free\ Space volX 0%

Patition a disk with the GPT partitioning scheme
diskutil partitionDisk disk3 GPT HFS+ voll 25% MS-DOS VOL2 25% HFS+ vol3 50% Free\ Spéce v
0%

Resize a volume and create a volume after it, using all remaining space
diskutil resizeVolume /Volumes/SomeDisk 50g MS-DOS DOS 0b
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Resize a volume and leadl remaining space as unused
diskutil resizeVolume /Volumes/SomeDisk 12g

Corvert a disk to Core Storage and encrypt it
diskutil coreStorage cemprt disk3s2 -passphrase

Shrink your Core Storage PV in order to ragace for a Boot Camp volume
subtract desired Windows size froid kize, to be n& LV size, i.e. 150g

diskutil coreStorage list

diskutil coreStorage resizeStackUUI D PVUUI D 150g ms-dos BOOTCAMP 0

Revert a disk from Core Storage back to plain HFS, possibly decrypting
diskutil coreStorage vert disk5

Create a Core Storage setup "manually”

diskutil coreStorage creatéc LVG1 disk0s2 disk1s2
diskutil cs list

diskutil cs createLM_VGUUI D jhfs+ LVG1-Voll 100%

Remae a @rtition
diskutil eraseVolume Free\ Space not disk0s4

Merge two partitions into a n& partition
diskutil mergePartitions JHFS+ not disk1s3 disk1s5

Split a partition into three meones
diskutil splitPartition /Volumes/SomeDisk JHFS+ voll 12g MS-DOS VOL2 8g JHFS+ vol3 Ob

Create a RAID
diskutil createRAID mirror MirroredVolume JHFS+ disk1 disk2

Destrgy a RAID
diskutil destroyRAID /\olumes/MirroredVolume

Repair a damaged RAID
diskutil repairMirror /\olumes/MirroredVolume disk3

Corvert volume into RAID volume
diskutil enableRAID mirror /Volumes/ExistingVolume

Erase a partition and shrink to add an associatedvigd@artition
diskutil splitPartition disk8s2 JHFS+ MacHD R %Apple_Boot% %noformat% %eeg%

SEE ALSO
hdi uti | (1), mount (8), unount (8),di skmanagenent d(8), di skmanagemnent st art up(8),
di skarbi trationd(8),corestoraged(8),i or eg(8),newf s_hf s(8),f sck_hf s(8),
aut hopen(1),hfs. util (8),nsdos. util (8),ufs.util (8),drutil (1),vsdbutil (8)

ERRORS
diskutil will exit with status O if successful or 1 if it cannot complete the requested operation; this includes
cases in which usage text is printdgiefore diskutil returns with status 1, it prints a message which might
include an gplanation local to diskutil, an error string from the DiskManagement or MediaKit Werke,
an underlying POSIX errpor some combination.

HISTORY
The eraseDisk and partitionDisk verbs had an option to add Mac O8eBsdin partitions designated for
that purpose); there was also a repairOS9Permissions Veelse hae been remued.
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Starting with Mac OS X 10.11, the verify- and repairPermissions veuesihan remued.

Starting with Mac OS X 10.6, the input and output notation of disk and partition sizeswesefpd0 suf-
fixes. Inthe past this has beenwvpar-of-2, rggardless of the suffix (e.g. G, Gi, GiB) used for display or
accepted as input. Starting with Mac OS X 10.11BRlseffix is optional een for "bare" numeric values.
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