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Wirelessly Networking a
PowerBook 1400 or Other Old
Apple Laptop: Step By Step

Covering AirPort, Wi-Fi, 802.1 1b, and WLAN with the PowerBook 5300, 1400,
2400, 3400, 500 Series (520 and 540), 190, and G3 with Mac OS 7.5 through 9.2

by Derek K. Miller, Vancouver, Canada
Version 1.23, 17 May 2004 (Originally published April 2003)

Get e-mail in the back yard!
Read news sites in the
bathroom! Update your weblog
from the porch or the kitchen!
Back up files from the couch!
Sounds fun, doesn't it? But what
if you have an old, old laptop?
It's still possible, and this page
will help you get there.

This page doesn't cover
everything you need to know,
but should be enough to get

your wireless network going,

especially if you're setting up a small home network similar to mine. You can also try
Michael J. Norton's article about his own PowerBook 1400 for another perspective on
the same issue. If you're using wireless networking in an office environment, you
should look into beefing up your knowledge of virtual private networks (VPNs) and

other security measures, as well as how to use multiple wireless access points in a

widespread network.

IMPORTANT: At least one reader has reported to me that he could not make any Wi-Fi
PC Card work with his Lombard PowerBook G3, but others have had success with machines
as old as the pre-PowerPC PowerBook 500 series—so be aware that your mileage may vary.
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PayPal, Did you find this article useful? Feel free to consider making a donation (any
ponATE | amount, credit cards accepted) via PayPal to buy me some yummy coffee and
more gadgets to play with. Thanks!

e Introduction

e Non-Airport PowerBooks

e What You Need > Hardware > Software

e Getting It Working > Access Point Setup > Card Setup > Network Setup
e Go Online!

e Encryption

e Additional Tidbits > Change Your Password!
e Quotes and Things

[back to start of article]

Out there in the world, there are other Web resources to help you get a PowerBook
1400 or other older Apple laptop online using Wi-Fi wireless networking ("other”
means a PowerBook 5300, 2400, 3400, or the first two models called PowerBook G3, as
well as—with some effort—the pre-PowerPC PowerBook 190 and 500 series). However,
in the process of trying it with my own 1400cs in March 2003, | didn't find they gave
me all the information | needed.

| hope this page does, for those others trying to do the same thing. Much of this
advice might even work for a PC laptop (or Mac or Windows desktop computer, for
that matter) with a PC Card (PCMCIA) slot or adapter and at least Windows 98.

NOTE: | go off on some techie little rants in this article, often just to elaborate on
something not very pertinent. So if you don't understand something here, you can
probably ignore it. There are also a lot of steps and bullet points, because | go into quite a
bit of detail. You should be able to skim and get the gist of it, then go back to read further
if something doesn't work. Have fun!

_____________________________________________________________________________________________________________

[back to start of article]

Newer laptops, whether from Apple or other manufacturers, either include or have as an option built-in
technology for using wireless networks. But if you have an older PowerBook, AirPort networking is officially

"unsupported.” That doesn't mean you can't use it, though.

The Apple PowerBook 1400 is a remarkably capable laptop for its age. Originally introduced in 1996, it is
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approaching its seventh birthday as | write this—on a PowerBook 1400 using a
wireless network in my house. The 1400 was not built for wireless local area
network (WLAN) networking. No one thought to let it use the 802.11b wireless
protocol (also known as Wi-Fi, or AirPort to use Apple's terminology)—because
802.11b didn't even exist at the time.

The 1400 is hardly built for the modern computer-plug world at all, in fact. Most
1400s lack built-in Ethernet (it was an add-on)—they use Apple's old LocalTalk

serial networking instead. There's SCSI (not FireWire) for external disks, Apple

Desktop Bus (not USB) for external keyboards and mice, and other now-obsolete
technology.

Still, good expansion is what lets computers age gracefully, and the PowerBook 1400 has two 16-bit PCMCIA
(a.k.a. PC Card) slots, so you can plug in all sorts of modern things:

e Modems.
e Ethernet cards.
® Media readers.

e Wireless networking cards, which is what we want.

The PowerBook 5300, 2400, 3400, and G3s also have PC Card slots, with similar benefits. Even the pre-
PowerPC PowerBook 190 and 500 series can go wireless with some luck and effort (see the "another note”

below).

NOTE: | had initially thought, as Accelerate Your Mac reported, that the even-older PowerBook 5300—infamous for
some units' catching on fire in the mid-'90s—could only be corralled into working with 802.11b/AirPort networks
using an older version (release 6.0) of the ORINOCO/WaveLAN driver, as well as Mac OS 8.6, since 9 is too slow on
that ancient hardware.

Andrew Kershaw, developer of ClassicStumbler (mentioned below), reveals that my directions here "work 100% on a
5300 with OS 8.6. | set up my 5300ce and 5300cs a while back with WaveLAN Silvers and ORiINOCO 7.2 drivers." So
there you have it. 5300 owners, go wild. Just makesure you have the right kind of ORiINOCO card, as | describe
below.

ANOTHER NOTE: Even more interesting, reader Kevin Rist wrote to me that "the 500 series PowerBooks—old 68040
machines [also known as the "Blackbird" series - D.]—had a PCMCIA card expansion bay module option, which are
rare since the standard had just been introduced. Believe it or not, this PowerBook works with the ORINOCO card
and the v. 6 driver! Not that too many people will want to surf that way, but just thought you'd get a kick out of
knowing!"

| sure do. Reader Dan Palka adds that "I now have a wireless PowerBook 190cs that | use almost every day on my
airport network. [...] | find it thrilling to use a laptop so old with such new technologies. It really shows the
longevity of Apple hardware. The 190cs is running MacOS 7.6.1." The 190 is essentially a 5300 with an older
processor in it, so it makes sense that if the 500 series works, so would the 190.

That means that PowerBooks that are nearly ten years old as | write this can be put onto a Wi-Fi network, if they're
running Mac OS 7.5.5 up to 8.1 (which is the latest they can use). The Wi-Fi networking standard didn't appear until
years after the 500-series PowerBooks were discontinued, so that's pretty neat.
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Of these machines, all but the second-generation PowerBook G3 (code-named "Wallstreet") are also incapable
of running Apple's spiffy new Unix-based Mac OS X operating system. The rest of this article therefore focuses
on the so-called "Classic” Mac OS, specifically Mac OS 9, although Mac OS 8.6 and even some earlier versions
back to 7.5.5 should also work. If you are running Mac OS 9 on a hewer PowerBook G3 or G4, these
instructions also apply if you're using a PC Card instead of Apple's AirPort card—with some tweaking if you use
Mac OS X.

Enough chit-chat. Let's get going.

_____________________________________________________________________________________________________________

[back to start of article]

To get yourself all Wi-Fi'ed up, you don't need much: a PowerBook, a wireless card, an access point (base
station) or wireless router, some RJ45 Cat-5 Ethernet cables and a computer to plug one into (it can be your
PowerBook if you have a regular wired Ethernet card), and—if you want to make it easier to get the software
you need, while planning to do anything other than move files around your own network—some sort of

Internet connection, preferably broadband through a DSL or cable modem.

You also need the right software, including a compatible operating system, networking components, the

right wireless drivers, client software, and up-to-date wireless firmware for your card and access point.

NOTE: For more (way more) information, | recommend you check out Glenn Fleishman's Wi-Fi and AirPort weblogs,
as well as the excellent book he wrote with Adam Engst, the Wireless Networking Starter Kit

The book is available at a discount from Amazon in the U.S. and Canada, from Chapters Indigo in Canada (at a
similar discount), and from its publisher Peachpit Press (also at a discount, but with hefty shipping charges outside
the U.S.A.).

[back to start of article]

e A PowerBook - One with a PC Card slot and Mac OS 9 (or some earlier versions, depending on the
software you download). If you have a PowerBook that supports AirPort, you can still follow these
instructions, but you have other alternatives. Similarly, if you're using Mac OS X, you can definitely use
Apple's AirPort card, or a third-party card with appropriate new drivers. You have many choices—go

play.

e An 802.11b/Wi-Fi wireless PC Card - One that supports the 16-bit PCMCIA standard, not the newer 32-

bit CardBus standard. Here are two good options:
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o WaveLAN/ORiINOCO PC Card from Lucent/Agere/Proxim -

These cards go by a variety of names under a variety of
brands, for $45 USD or less (as of April 2003). They're easily
available new or on eBay. The cards were originally

developed by Lucent Technologies as the WaveLAN series,
and Apple's AirPort cards use the same technology, which is
why the Lucent (etc.) cards work well with Apple hardware
and software. The cards moved to Agere Systems under the
ORiINOCO name, and Proxim bought Agere. Even more

confusing, other companies have re-branded the cards as

:
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their own. Avaya, Buffalo, and Compagq all sell them, and the one | use is a Dell TrueMobile 1150

Gold—but it's the same old Lucent card at heart (just look for the Lucent on the back label.)

(Yeah, it's weird to have an Apple PowerBook with a Dell slab antenna sticking out the side.

Whatever.)

There are three models of the card, which differ only in the kind of security encryption they

support (more on that below). Gold models support 128-bit WEP encryption (which has its flaws,

but is good enough for most purposes), Silver models support 64-bit encryption (tolerable), and

£

e B g A

2
m
O :
w—h T
N -
N
©

@

L}
83
18

¥z

‘T“,[‘ -S
il
|

|

‘ Lutent Tecrmowsges  UIM TOST

SN eUTISII29S

R

T 010807 P 0114108

VAC scruss  00601D1BDIWF

BooROM NO WEPR NC
EOC D MRALPC

Commcan 230 381 118A

W= =5=)
\£ 33V 6V M 33 OMA
2aow in T e

Bronze models use no encryption.

WARNINGS: It seems that Proxim may be
making newer 802.11b PC Cards that may
not work with older Macs, but have the
same ORiINOCO name. When in doubt, look
at the shape of the slab antenna on the end
of the card. If it's rectangular and blocky,
like the photos here, you should be okay. If
it's more curved at the edges, you might be
out of luck. It seems that the Dell
TrueMobile 1150 model is definitely the
correct one, so you can always try that—and
they're cheap on eBay.

Also, | first tried an older Lucent WaveLAN Bronze card, but it didn't work. | don't know if | had a
bum card, or whether it was simply too old to work with my wireless access point. It's possible that
it only supports the first-generation, slower (2 megabits per second) 802.11b standard, and that my
newer (11 mbps and 54 mbps) wireless stuff couldn't handle that. Therefore, | recommend a Silver
or Gold card, whatever the manufacturer.

Only the Silver and Gold are still on sale new, and you may be able to bump the Silver up to Gold

with a firmware upgrade you can perform yourself—if you can use a friend's newer Mac to

perform the process using Apple's AirPort upgrade software. The ORiINOCO drivers and software

support a wide range of operating systems, from Mac OS 7.5 to 9, as well as various flavours of
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e A wireless access point or router - You have so many

file:///Users/lincrowe/Desktop/PB%201400%20Wireless.webarchive

Windows and Linux.

o 802.11b PC Card from MacWireless - This card is much newer, and I'm not sure what chipset it

uses, but it has drivers for everything from Mac 0S 7.5 through Mac OS X, as well as Windows
and Linux. | haven't tried it personally, but given the name of the company, it's likely to work
pretty well with any Mac that will let it plug in. The MacWireless brand is not as common in the
used market as the panoply of Lucent-derived cards, but pricing on new cards is coming down all
the time.

NOTE: If you're able to use Mac OS X, there is a free open-source driver for a variety of wireless cards, as
well as a similar but separate commercial one available for sale by I0Xperts (thanks to PinzaTodd for the
free driver link).

choices here it's not funny. Sort of. Any wireless access
point (also known as a base station) or router (which
includes extra ports for plugging in multiple computers,
and usually a data firewall too) with the Wi-Fi logo should

work for you. Many companies make them, including
Apple, Linksys, D-Link, Microsoft, Intel, Proxim, Cisco, and
on and on. The key differences between the devices they

make are:

o Software. Some access points may only work on Windows for the initial setup. Apple requires a
Mac for their AirPort Base Stations. Others have software that works equally well on both
platforms. Still others have better software for Windows, but do at least provide Mac support,
and maybe Linux too. Usually, once you do the initial setup, you can make all other adjustments
from any normal Web browser, so if you get a good deal on a so-called "Windows-only" access
point, you can always borrow a friend's PC for an hour (or figure out a workaround) and then use
a Mac from then on if you need to change anything (which you probably won't).

o Appearance. Apple's Base Station looks like a flying saucer. The Linksys access point | bought is
blue and black with blinky lights, just like the DSL router it sits on, and has two antennas.
Microsoft's stuff sits vertically. D-Link's is very thin. The original Lucent ORiINOCO access points
are all swoopy like the Sydney Opera House. Manufacturers have used all sorts of designs. Pick
one you like. If it will sit on a shelf in a closet like mine, maybe just pick the cheapest one.

o Enhancements. A basic access point has one Ethernet port. Routers have several, plus Internet
address translation and firewall features. Some have built-in modems for dialup connections.

1/20/21, 9:32 AM
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Others permit external antennas to extend their range. Some easily support old-style AppleTalk
networking, while others are designed to handle only Internet Protocol (IP) and Windows-based
networking standards. (Newer versions of the Mac OS don't need AppleTalk support to network,

so that's not a huge deal.)

The latest models support not only 802.11b networking—which maxes out at 11 mbps of
bandwidth, like the 10 mbps of traditional 10BaseT Ethernet—but also the newer 802.11g
standard, which has a theoretical maximum throughput of 54 mbps. That variant is also known

as "Wireless G" or "AirPort Extreme."

WARNING: 802.11g is fun and cool and everything, but not too useful yet. Since the standard is not
yet set in stone, 802.11g gear from one manufacturer might not work with 802.11g gear from
another. The PowerBook 1400, with its 16-bit PCMCIA slot, hardly supports higher-speed networking
of any sort, since all of the wireless 802.11g cards I've seen—and most of the wired 100BaseT
Ethernet PC Cards too—use 32-bit CardBus slots. As well, even though | bought a Wireless G access
point (the WAP54G from Linksys), I'll see no real benefit from it for now because the rest of my
network is only 10 mbps anyway. Even if | were to upgrade to a faster network all around (including
a new laptop), broadband Internet connections are much slower than 10 mbps regardless—it would
only speed up file movement inside my house.

By the way, I'll just call the access point, base station, or router the AP from now on, to save space.

Cables and hubs - If you're like me, you have Ethernet cables all over the place. If not, chances are
your AP and other equipment come with what you need. Best to check, though, since it can be
frustrating to be all ready to set things up and then find you have one fewer cable than you need. (For
the same reason, make sure you have enough electrical outlets for all the stuff you're plugging in, with
enough room for all the AC adapter bricks.) If you have a simple access point and not a router, you

might also need an Ethernet hub or a separate broadband gateway or router (see the next item).

An Internet connection - | have a high-speed ADSL connection from Telus, my local phone carrier. You
line into your office, or whatever. Whatever it is, an Internet connection makes your wireless LAN much
more useful. Whether you need a DSL/cable gateway or router depends on your particular setup. I'm
going to assume you already have your wired Internet connections set up and working, since this article

is long enough already.

A computer with wired Ethernet and a CD-ROM drive - This can be your PowerBook, but doesn't need
to be. While many APs might just work out of the box, they usually require a wired computer for the
initial setup using software from a CD-ROM (or maybe downloaded over the Internet). | used the
Windows 98 PC in the den—since the Linksys setup wizard is Windows-only, for no good reason | can

determine.

1/20/21, 9:32 AM
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_ might be a bit snappier.

NOTE: If you're on a PC, Windows 95 might be forced into the job, but Windows 98 or newer is better, while
Windows XP has wireless networking wizards built in. If you're a Linux-head, you're used to figuring this sort

of stuff out, so go do that.

e Networking components - Chances are you installed the right networking bits with your operating
system, but if you didn't—to save space, because you didn't think you'd be doing anything this fancy,
whatever—then you need to now. Make sure you have TCP/IP components (for Internet access) and
Ethernet software (for general networking) on your PowerBook. Try clicking on the Apple menu and
navigating to Control Panels > TCP/IP. If the TCP/IP control panel is there, you're probably okay. If
not, you might need to boot from your Mac system installer CD (put in the CD and restart with the C

key held down), then possibly do a custom installation to force those things onboard.

e A wireless driver for your PC Card - It sure would be nice if Apple's AirPort software supported non-
Apple wireless hardware on the PowerBook 1400, but it won't even install. Some counsel trying to force

it to work by dragging in the component parts manually, but the Web references | found about that

seem to have disappeared, and | couldn't manage it.

Why bother anyway? If you got one of the wireless cards | recommended above, they
have their own drivers—the software that makes the card work with your PowerBook.
They come either on CD (if you bought yours new) or on the Web. As of April 2003, the

latest ORINOCO/WaveLAN Mac drivers are version 7.2, available from orinocowireless.com's support

area, where they're a hassle to find—just click my link instead. The full link is:

www. proxim.com/support/all/orinoco/software/dl2002_orinoco_client_r72_macos.html

Proxim has an older version 6 driver for pre-Mac OS 8.6 systems. There are also Windows, open-source

Mac 0S X, and commercial Mac OS X drivers. The MacWireless drivers come with the card, or you can

get them at the MacWireless site. If you have another card, check the manufacturer's site.
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.

¢ Wireless client software - What I'm talking about here are the applications or control panels that let

you scan for a wireless network, set up your connection, enter encryption keys (if any), and monitor
signal strength and network status. For instance, the ORINOCO 7.2 software includes a monitoring
control panel, a setup assistant (a.k.a. setup wizard), and a control strip module that also shows signal
strength and lets you switch settings. Usually everything gets installed along with the driver, but your
card maker might make you install it separately. As with the driver, the client software is generally
customized for your particular hardware card.

NOTE: You can also add extra software, such as a wireless network scanner like ClassicStumbler or the
(apparely defunct) AP Scanner. Those two require Apple's AirPort software to work, though, and so don't
seem to want to work on my 1400. You will have better luck if you're installing a Wi-Fi PC Card on a Mac
that would support AirPort, like a newer PowerBook G3 or G4, which also has the AirPort software onboard.

Card and AP firmware updates - Even if your hardware is brand new, it could have been sitting on a
warehouse or store shelf, and the manufacturer may have released updated firmware for it in the

meantime. If you've bought used equipment, updating the firmware is particularly important.

So you might want to update your firmware, especially if you have mysterious problems getting your
stuff working together. ORINOCQO's card firmware unfortunately seems to require a Windows PC (it's
included with the Windows driver, in fact), so you might need to borrow a PC laptop or take your card
and a CD with the Windows updater program to someone who has one. Apple, of course, lets you

update firmware from a Mac—but not the 1400, it seems, since it isn't AirPort capable—and their

update software might even put newer firmware on ORiNOCO cards if you're lucky. I'm not sure whether

MacWireless includes firmware updates with their software downloads, or whether they just haven't

released any yet.

NOTE: Firmware, as its name indicates, isn't transient like software or tangible like hardware—it's in
between. Firmware is the programming instructions stored in non-volatile memory inside your wireless card
and AP, instructions that tell the hardware how to work with other wireless equipment. The fancy Web-
based configuration pages used by APs are also stored in their firmware. Like software, firmware has bugs,
and can be updated with new features. Once the 802.11¢g standard is finalized, for instance, manufacturers
will release updated AP and PC Card firmware so wireless hardware can "speak the correct language.”
Equipment with the most up-to-date firmware is most likely to work correctly with other equipment from
the same manufacturer, as well as that from other companies.

_________________________________________________________________________________________________________

[back to start of article]

Okay, that's all you need. (I think.) You have the hardware. You have the software. Time to start plugging and

installing. Let's rock.
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[back to start of article]
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1. Set up your AP or wireless router. Do this first so your PowerBook will have something to see once you
install the card and driver. You need to unpack the box, plug in the power cable, hook an Ethernet
cable into your network (or hub, or broadband modem, or wired router, or whatever), and watch that
all the proper lights come on. Check your AP manual for details—the process varies too much for me to

describe it in detail. (The authors of the Wireless Starter Kit have made some nice instructions for a

few models available online for free.)

2. Run the AP software. In my case, the Linksys setup program only ran from a CD on a Windows PC, so
that's what | did. If yours has a Mac setup program, great, run that. If you have to do stuff manually

with a Web browser or some other configurator, do that. Again, see your AP instructions.

3. Leave the basic settings alone for now.
Most APs are ready to go almost right out of 5 i sz
S Basi¢ Settings

the box. (You might not need to run the 3 _
Lirhirps wirde s pood 323 are nsda sa wark right ot of the bax. Chaege

setup software at all, in theory.) CIARNING: s astis oty Hinmainy. Chioye s e by it

SAE05S Comte Thety i | B reodind Whet Sulve) ap clbel nirchss

SO0 PLITS O pR Al Mt

o Leave the stock SSID (i.e. the name  [u i s ot aihoct bt yurnahort, By 25 chmatn s

| = Mstant Wiredess ® Series
W LmeesYS® 2 s Access Point

of your wireless network—on my o e IO vt s b
et 32 (YL,
L]nkSyS box, it's lmkSyS) = =] This bthe hanie a0 whkh por aTekss et cs b
? breiaas Soy sl Wyoa 4 boa 14 sarsa f=6 Al BV 00 g2t
o Ensure the device is broadcasting et
that SSID.

o Use the default wireless channel (channel 6 for me).

o Make sure encryption is off (it usually is).

o Don't change any passwords (usually admin or something like that) or user IDs.
o Leave the standard IP address and DHCP settings.

o Stay in infrastructure mode, not ad-hoc (peer-to-peer) or anything else.

o etc.

We'll go back and modify all of it later (you really must at least change the password), but it's easiest

to get things working on a stock system first, then play around.

4. Make sure the AP is working. If you or a friend have an already-working wireless laptop, see if it can
detect the AP wirelessly. If not, make sure the setup software did its stuff correctly, and check the

status lights on your AP. As always, read its instructions to see what you need to know.
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5. Do any further setup steps. A wireless router (rather than a simple access point) might require some
further settings, especially if it's acting as a gateway or firewall between the Internet and your internal
network. | have a separate broadband router that takes care of all that stuff, but | had to go through
the setup rigamarole anyway, months ago when | put it in. Regardless, that's beyond what | cover here.
Again, read the instructions.

You now have a wireless network running, even if it only has one wireless node (your AP) on it. Anyone in your
immediate vicinity (except you, so far) can use it if they're in range (within a few dozen metres, at most) and
looking for one. If they make some intelligent guesses, they can also change its settings. But don't worry
about that for now—we'll protect everything soon enough.

_____________________________________________________________________________________________________________

_____________________________________________________________________________________________________________

[back to start of article]

1. Shut down your PowerBook.

2. Insert your wireless card into one of the PC Card slots.

WARNING: You should probably use the upper PC Card slot, since most
802.11b antennas are attached slabs, like the one on my Dell card. If you
put it in the bottom slot, the antenna might block you from getting other
cards in and out of the top slot, and from connecting anything to them
once they're in.

Card in the “Upper PC Card slot” is hot
installed. Do you want to eject the card
now?

ﬁ The correct software you need to use the PC

NOTE: Your driver installer might not actually require that the card be inserted, but it probably won't do
any harm. Some installers, on the other hand, might refuse to work if they can't detect an appropriate
card.

3. Start up the computer. By the time the Finder and desktop appear, it likely warns you that no driver
for your card is installed and asks you to eject it. Choose Cancel and keep the card in. The card still

mounts on the desktop, likely with some name identifying it and the manufacturer.

4. Run the driver installer. In the case of the ORINOCO driver, that involves double-clicking a self-
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mounting disk image, then double-clicking the installer once the disk image mounts.

[0 =——— [5)] ORINOCO™ Installer =——E1 B
5| 4 items, 1 MB available
=
ReadMe  Report.txt Installer
«»] [<«]»]Zz
ORINOCO™ Installer =——— B
— Options
® Install To: | Penmachine =
O Remove Iz Run Setup Assistant after restart

“Welcome to the ORINOCO™ installation tool.

This selection will replace any previous version of ORINOCO™ on the chosen disk.
The disk must not be locked, must have at least 2MB of free space and must have
Mac 0S5 8.6 or 9.x already installed.

OriNOCO | ((cencet | ([Cimsat J

5. Choose the standard installation options, unless you have a good reason to do otherwise. If you're
using the ORINOCO drivers, check the box that runs the setup assistant after the installation—sure, you

could run it later manually, but why not save a step?

6. Restart the PowerBook (if the installer doesn't do so automatically), or shut it down and start it up
again. (Macs not running Mac OS X generally don't load drivers dynamically, so you have to restart
before anything comes to life.) If your PC Card automatically ejects during the restart process (mine
didn't, but you never know), reinsert it before the icons start marching across the bottom of your

screen, or the driver is unlikely to load and you'll have to restart again.
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. You should see at least one - E
light on your PC Card, if it
has any at all, and it should

TrueMobile 1150 Seres PC Card QRiMOCO™

show up on the desktop with an appropriate name. My Dell card, for
instance, is called ORINOCO on the desktop with the driver installed,
even though it wasn't beforehand. Like all ORiINOCO/WaveLAN variants,
it also has two little green LEDs on top: Status (which lights steadily

““ when the power is on and the card is active) and Activity (which

flashes when there's network traffic). See your card's instructions or online help for information about

your own pretty lights. (You can get manuals for the ORINOCO and MacWireless cards online.) If no

lights are on, you might need to reinstall the driver or software, or update some firmware.

8. If the configuration assistant or other setup program doesn't start up, run it now. For the ORINOCO
card, that means going to Apple Menu > Control Panels > ORiINOCO and then choosing File > Run
Setup Assistant.

9. Choose to join an existing network (the one you just set up). The exact wording varies depending on
your software. You might need to create a new network configuration manually, or a wizard or assistant
program might step you through the process.

@ Join an Access Point, Broadband Gateway, or 3rd party 802.11 network

10. Join the n rk with r SSID. Your
0. Join the network wit you S5 ou OCreate or Join a Computer to Computer Network

card should scan for and automatically (D Join an Access Server™ Network
detect wireless networks in the area,

including yours. The SSID (Service Set IDentifier, or wireless network name) you pick should be the
default for your AP (it was linksys when | started, but | changed it to penmachine after | got everything
working). If there are other wireless networks in range (my dad has one called apratec), make sure you

pick the right one.

*& Ay Open Network *x
apratec
penmachine
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1.

12.

13.

14.

15.

; D Use Encryption .

Transmit Using Some 3rd party networks require WEP
keys to be entered in an encoded format

(Case does not matter.)

To do that here, type Ox in front of the
key as in this example:
0x1234 ABCDSE

Key
Key
Key

) consisting of digits 0-9 and letters A-F.

|
2|
: |
i

Leave encryption off for now. You can turn it on later if you want to keep other people in range from
being able to use your network or (if they're clever) reading data passing through the air. But for the

moment, it's simpler to leave off. (That's what we did at the AP too, remember?)

Turn off the card's power management. Many cards let you set them to power down when they're idle
and the PowerBook is unplugged, to save battery power. (How you do this depends on your card
software—it will be somewhere in the setup process or the monitoring application.) | found that my
Dell card kept losing its Internet address when | did that, so | keep it powered on unless | explicitly
turn it off using the ORINOCO control strip.

Create a TCP/IP configuration for your card. The configuration tells your PowerBook to use the
wireless card for Internet networking, instead of wired Ethernet, LocalTalk, or anything else. The
ORiNOCO assistant can do this automatically (which is simplest), or you can do it from the TCP/IP
control panel, which is where we're going soon enough anyway, in a couple of steps. If you don't use the

assistant, just keep going and we'll get there.

Name the wireless configuration. The ORINOCO software lets you switch between numerous wireless
configurations—such as if you have one setup at home, another at work, and another for the coffee
shop (with wireless access) that you frequent downtown. Name this one appropriately, something like
Home Wireless. If you're using the ORINOCO assistant, this is where it finishes and takes you back to

the control panel.

Check your network status. The ORINOCO control panel (and likely other companies’' software too)
shows a status bar for the strength of the signal it's receiving, as well as which configuration you're
using and other status information, such as the card's and AP's firmware revisions, serial number, and so

on. If there's no signal strength, make sure you're using the right SSID, or move close to your AP.

_____________________________________________________________________________________________________________

.
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1. Switch to the right TCP/IP configuration. If you set one up during the setup process, this is easier than
if you didn't. In either case, go to Apple Menu > Control Panels > TCP/IP.

2. Choose File > Configurations.

Configurations

Active configuration: Home Wireless

Ad Hoc Wireless o
Colligo =]
Dad's Wireless —
Home YWireless [
Random Stumble
Telus ADSL

Telus Dialup [ Duplicate... |

[ Import... |

Export... |

[ Rename... |

L { | Delete... |

[ cancet | || Make Active ||

3. If there is a pre-existing wireless configuration (called "Wireless" or "ORiINOCO" or whatever), choose it,
then click Make Active.
—or—
If you need to make a new TCP/IP configuration, choose one that works for your wired network
("Default” or "ADSL" or "Dialup” or whatever you've called it) and click the Duplicate button. Give it a
new name ("ORiINOCO" or "Home Wireless" or something else easy to remember) and click Make Active

once it's been created.

4. Choose your wireless card (ORINOCO, for instance) from ————

AppleTalk (MacIP)
Alternate Ethernet

the "Connect via:" popup list, and Using DHCP from the

Connect via: |CRRU(nnLg
"Configure:" popup list. (If you're lucky, they're already set —————|_FFl
up that way by the setup assistant or something else in Configure: [ Using DHCP Server K3

the installer.)
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Connect via: [ ORINOCO™ E

- Setup
Configure: [ Using DHCP Server E
DHCP Client ID: | |

IP Address: < will be supplied by server >
Subnet mask: < will be supplied by server >

Router address: < will be supplied by server >

Name server addr.: < will be supplied by server >

The fields for IP address etc. will be blank for now, since your PowerBook hasn't actually asked to

connect to the Internet yet.

NOTE: Most networks are set up to configure IP (Internet Protocol) addresses and related information
automatically using DHCP (Dynamic Host Configuration Protocol). Either your AP, or another router on the
network, or your broadband service through your broadband modem, should do the same. Unless you have a
good reason to set your IP address manually (I describe it in the next section), use DHCP.

5. Close the TCP/IP control panel and let your Mac switch over to the new setting.

NOTE: You can also set up the AppleTalk control panel (Apple Menu >
Control Panels > AppleTalk) to use your wireless card in the same =
manner. Just set up a new configuration as described for TCP/IP above,

then pick ORINOCO from the popup list at the top of the AppleTalk Connect via: [ ORINOCO™ =
window. If you're only interested in Internet access for now, you can do

the AppleTalk thing later, or not at all.

AppleTalk (Wireless)

[back to start of article]

1. Restart your PowerBook. Strictly speaking, you don't need to restart, but | find it's a good way to clear
your Mac's head (and your own, after all that plugging and clicking and typing and checking).
Sometimes if you don't restart, the Mac tries to generate its own IP address or something, and won't go

online. A restart usually brings things around.

2. Check your status. Once the PowerBook has booted up, check the status lights on your wireless card (if
any), as well as any monitoring applications, control panels, or control strip modules. They should
indicate that the card is active, connecting wirelessly to your AP, and getting a decent signal. If signal

strength is bad, move closer to the AP.

3. Try connecting to the Internet. Run a browser and try visiting a site. Check your e-mail. If everything
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has gone according to plan, it will work! You can verify that you have an IP address by opening the
TCP/IP control panel again:

Connect via: | ORINOCO™ =

Setup
Configure: [ Using DHCP Server i]
DHCP Client ID: | |

IP Address: 192.168.1.100
Subnet mask: 255.255.255.0

Router address: 192.168.1.1

Name server addr.: 20953.4.130

NOTE: If you're using a router, gateway, or firewall, most likely you'll have an address of
192.168.1.something (the 192 subnet is what they're supposed to use). If you're hooked straight through
your AP to a broadband modem, it will be something else. However, if it's
169.something.something.something, that address is probably internally generated by your PowerBook, and
you won't be able to get out onto the Internet. Check that you haven't missed a step somewhere.

4. You're done! (About darn time.) Have some fun. Take the PowerBook to the kitchen or the back porch
or the front yard. Walk around with it (careful not to drop it). See how far you can get from your AP
and still receive a signal. Surf away. Pretty spiffy, eh?

.

____________________________________________________________________________________________________________

If you want to keep others from being able to monitor your wireless network (at least in theory—most people’s
network traffic isn't interesting enough to look at, and it would require being within reception range anyway),
then you can set your AP to use wireless encryption, which mathematically scrambles the data being

transmitted so that only your computers can read it.

Encryption is complex topic that | don't understand very well, but you can read about it if you want. In simple
terms, just think of it as a way to "lock up” your data between your AP and your computer, so even if someone
somehow intercepts the radio signal, it will be meaningless to them—unless they work reasonably hard to pick
the lock.

In 802.11b Wi-Fi land, there are two levels of encryption, both known as WEP (Wired Equivalent Privacy), with
the higher level using larger numbers and being more secure. Well, sort of. While they are supposed to use 64-
bit and 128-bit encryption keys, WEP has some flaws, so that the two security levels are actually equivalent to

much lower levels of security in other encryption schemes.
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WEP is good enough for most home networks, anyway, in that it keeps someone from parking out front of your
house and simply sniffing the electronic packets out of the air with some basic software. The really
determined crackers aren't all that keen on my kind of network traffic in any case—if they are, it would be

pretty trivial to break through. If your traffic is more sensitive, find ways to add additional security to your

system, such as by encrypting e-mail or using a virtual private network. The more modern Wi-Fi Protected

Access (WPA) encryption is, as far as | know, unavailable on wireless cards that work with PowerBooks as old

as mine.

NOTE: The ORINOCO Gold card supports both high- and low-level encryption. The Silver card supports only low-
level encryption. The old Bronze card supports none at all. That's the only difference between them.

Here's how to get encryption ORINOCO™ [Home [Penmachine))
working with a PowerBook: ®) Access Point / Base Station () Computer To Computer () Access Server
. Conserve power when on batter Join a Closed Network
1. Turn on encryption on your - & 2 -
. H Fo Y Net k A% S
AP. How to do that varies (M use Encryption. —— ny Open Networ -
Transmit Using| |penmachine
. . +
depending on which AP you Key 1 :l | ® [Pt
have, but it usuall
) ’ ) y Key 2: I | )
involves entering some sort
Key 3: | | Q [~ |

of password you make up,

which the AP then uses to Key 4: | | @

generate a long string of

letters and numbers—a

hexadecimal WEP orinoco [ Cancel | |Scwe|

encryption key. The high-

level encryption key, not surprisingly, is longer than the low-level one.

2. Since the ORiINOCO control panel hides the keys as you enter them, you might find it best to type the
key provided by the base station into SimpleText (or another text editor or word processor) first, then
select it and copy it to the Mac OS clipboard (command-C on the keyboard).

3. Next, open the ORINOCO control panel.

4. Select your wireless configuration and click Edit.

5. Make sure you're set to Access Point/Base Station mode, then check the Use Encryption check box.

6. Paste the key into the Key fields (command-V on the keyboard). | actually pasted the same key into all
four and selected the first radio button, but I'm not sure whether that's necessary. It should look
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something like the graphic I've attached.

7. Click Save, confirm the change, and then click Activate in the main control panel window.

That should do it. It worked for me, anyway, with an ORiINOCO Gold card and 128-bit encryption set at my
Linksys access point. If it doesn't work for you, make sure your card and AP are set to the same level of
encryption, ensure that they can use the same level of encryption, and re-check the keys to confirm that you
entered them correctly.

Turning on encryption generally keeps anyone from seeing what you're transmitting, even if they do try to
eavesdrop. It's good to know that anything that's encrypted in a normal Internet session is also encrypted
over top of the wireless connection (online banking or anything else with an https:// address, encrypted e-
mail, etc.), even if you have no encryption set up for Wi-Fi—so you shouldn't worry too much. And you'll have
to leave it off if you're one of those kind people who wants to leave your AP open for others to use. TidBITS
has a good article about the various security considerations for wireless networks, and will help you decide

whether you need or want to use encryption.

There are all sorts of things you can tweak to make your Wi-Fi network work better, and to help you get onto
other public or private wireless networks as you travel, but they're beyond what I'll cover here in detail. Some

things you might want to investigate include:

e How the various relevant Mac networking control strip modules and control panels work together with
wired and wireless connections (even at the same time, if you want).

e Setting manual IP addresses for your computers.

e Using multiple networks in the same area.

e "Stumbling” (searching) for open networks in public areas.

e Bundling settings for different places using Apple's Location Manager.

e VPNs (virtual private networks).

e Next-generation Wi-Fi standards and encryption.

e QOther wireless technologies, such as 1x and GPRS cell-phone data connections, ultrawideband, and
other spiffy jargon.

Here's one thing | want you to do right away: change your AP's password—otherwise any old schmoe can
come in and play with your network settings if they try. Changing the AP's name, your SSID, and whether
that SSID is broadcast are also useful. Check your AP's instructions to find out how to do those things, then
make sure your card is set to use the new values.
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It's surprising how many access points | find wide open in commercial areas of Vancouver, with the stock AP
and SSID names broadcasting to the world, as well as the generic password unchanged. In theory, | could go in
and mess with those people's network settings so they could no longer access their own wireless link unless

they perform a hard reset on the AP. (But | don't, of course.)

Here are some nice things people have said about this article:

"A great resource for anyone with questions about how to add Wi-Fi capabilities to
an older PowerBook." - Rob McNair-Huff, Mac Net Journal

"[Anyone] seeking to add wireless support to their older laptop should certainly read
Derek’s article first!" - Glenn Fleishman, co-author, The Wireless Networking Starter
Kit

"A great how-to on wireless networking for the PowerBook 1400/2400/3400/old G3. |
sold my 1400 off years ago, but it's nice to know that it's still a useful machine.”
- Dori Smith, author, JavaScript and Java 2 for the World Wide Web

"Man, could | ever have used your thorough exposition of rigging a laptop wirelessly when | got into it
recently. [...] | would not have had the will to tackle the [PowerBook] 2400c without your help but now I'm
looking forward to it." - Steven Fogtman, PowerBook G3 and 2400 owner

"Good job! That's a great, easy to follow, step-by-step set of instructions for would-be Wi-Fi users!”
- Andrew Kershaw, developer of ClassicStumbler

PayPal, Did you find this article useful? Feel free to consider making a donation (any amount, credit cards
ponmTE | accepted) via PayPal to buy me some yummy coffee and more gadgets to play with. Thanks!

[back to start of article]
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